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106.  (ALL) How are you protecting the confidentiality of information in Restricted Reports as 
required by DoD memorandum JTF-SAPR-009? (See FY13 NDAA § 577.) 
DoD The Department of Defense Instruction (DoDI) 6495.02, Sexual Assault Prevention 

and Response (SAPR) Program Procedures, addresses the issue of confidentiality of 
information in Restricted Reports as required by DoD memorandum JTF-SAPR-009 
as well as the FY13 NDAA § 577.  
 
The confidentiality of forms is protected by securing the protected information in 
accordance with Privacy Act regulations, which detail how different types of 
personally identifiable information need to be stored.  The Services have their own 
Privacy Act regulations for safe storage of sensitive materials. 
  
In the “Policy” section of (DoDI) 6495.02 the following guidance is provided:  
• “n. Improper disclosure of confidential communications under Restricted 
Reporting or improper release of medical information are prohibited and may result in 
disciplinary action pursuant to the UCMJ or other adverse personnel or administrative 
actions.  Even proper release of Restricted Reporting information should be limited to 
those with an official need to know or as authorized by law.” 
• “The SAFE kit, which includes the DD Form 2911, “DoD Sexual Assault Forensic 
Examination Report”, or civilian forensic examination report, if available, be retained 
for 5 years in a location designated by the Military Service concerned”. (p5) 
• “The SARC will retain a hard copy of the Restricted Report DD Form 2910 for 5 
years, consistent with DoD guidance for the storage of personally identifiable 
information (PII). The 5-year time frame for the DD Form 2910 will start from the 
date the victim signs the DD Form 2910.  However, at the request of a Service 
member who files a Restricted Report on an incident of sexual assault, the DD Forms 
2910 and 2911 filed in connection with the Restricted Report will be retained for 50 
years”. (p5) 
o Service member victims are made aware of the retention schedule upon 
completing the DD Form 2910 with the SARC or SAPR VA. 

USA The Army meets the requirements of DOD memorandum JTR-SAPR-009 for 
confidentiality of Restricted Reporting information and information contained in 
Department of Defense Forms 2910 and 2911.  Specific provisions and procedures for 
confidentiality of Restricted Reporting information are addressed within AR 600-20, 
Command Policy, RAR 20 Sep 2012.   Also see, AR 600-20, Appendices H and J.  
Additional information is contained in AR 165-1, Army Chaplain Corps Activities, 3 
December 2009. 

USAF The DD Form 2910 for a restricted report (RR) is held in a locked area only assessable 
by the SARC/Deputy SARC and is retained for 50 years per FY13 NDAA 
requirements.  A victim's information is not entered into DSAID for a restricted report 
so there is no concern of information “leaking”.  Lastly, should a SARC/VA speak 
about a RR when not permitted there are repercussions and/or administrative actions 
available to the commander for the breach of confidentiality. 

USN SECNAVINST 1752.4B (enclosed) implements the Navy’s procedures for Restricted 
and Unrestricted reporting, in accordance with DoD memorandum JTF-SAPR-009. 
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The Navy is fully committed to ensuring victims of sexual assault are protected; 
treated with dignity and respect; and provided support, advocacy, and care.  Assuring 
privacy and providing a confidential disclosure option are critical to discharging our 
commitment to fully support victims of sexual assault.  Confidentiality or confidential 
reporting is defined as providing an option for victims of sexual assault to report the 
assault to specified individuals without triggering mandatory command notification or 
official investigation of the incident. This option affords a victim access to medical 
care, counseling, and victim advocacy without initiating the investigative process.  
Navy personnel who are involved with sexual assault victims shall ensure case related 
information is shared only for official purposes with only those who have a legitimate 
need-to-know. 
 
The Navy’s SAPR policy provides for confidential, restricted reporting for service 
members and their dependents who are victims of sexual assault.  Restricted reporting 
requirements are outlined in DOD, SECNAV, and Navy SAPR policies.  Service 
members and their adult dependents who are sexually assaulted and desire restricted 
reporting must report the sexual assault to the installation Sexual Assault Response 
Coordinator (SARC), SAPR Victim Advocate (VA,) or a healthcare provider (HCP).  
Licensed clinicians who are privileged to provide clinical services in a Fleet Family 
Support Center (FFSC) are considered HCPs and may receive a restricted report of 
sexual assault from military members and their family members.  Consistent with 
current policy, victims may also report the sexual assault to a chaplain.  Although a 
report to a chaplain is not a restricted report under SAPR policy, it is a communication 
that may be protected under the Military Rules of Evidence or applicable statutes or 
regulations.  Restricted reporting is in addition to the current protections afforded 
privileged communications with a chaplain and does not alter or affect those 
protections. 
 
In cases where a Service or adult family member victim elects restricted reporting, the 
SARC, responsible SAPR VA or HCP may not disclose covered communications to 
command authorities or law enforcement, either within or outside DOD, except as 
provided in policy. Covered communications include verbal, written or electronic 
communications of personally identifiable information concerning a sexual assault 
victim or alleged assailant provided by the victim to one of the specified individuals 
regarding their sexual assault. Confidentiality of medical information will be 
maintained regardless of whether the victim chooses restricted or unrestricted 
reporting. 
 
There are DoD authorized exceptions to the sharing of Restricted Reporting 
information.   The following persons or organizations may be told of a sexual assault 
Restricted Report for the following reasons: 
 
 
1. Command officials or law enforcement when victim provides written authorization. 
2. Command officials or law enforcement to prevent or lessen a serious and imminent 
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threat. This may be a threat to the health or safety of the victim or another person.  
Multiple reports involving the same alleged suspect may also meet these criteria. 
3. Disability Evaluation Boards, Medical Evaluation Boards, and the officials 
participating in the boards. The report may be disclosed to these parties when it is 
required for fitness for duty or disability retirement determinations. Disclosure is 
limited to only that information necessary to make a determination for disability 
processing. 
4. SARC, SAPR VA or healthcare personnel when required for the direct supervision 
of victim services. 
5. Military or civilian courts when ordered, or if disclosure is required by Federal or 
state statute. 
 
 
Before disclosing any information, SARCs and SAPR VAs will first consult with the 
servicing legal office. The legal office will determine if any of the above exceptions 
apply, if there is a duty to disclose the information, and who will make the disclosure 
when required. 
 
Improper disclosure of covered communications, improper release of medical 
information, or other violations of SAPR program policy are prohibited and may result 
in discipline under the UCMJ or State statute, loss of professional credentials, or other 
adverse personnel or administrative actions. 
 
In certain situations, information about a sexual assault may come to the commander's 
or DoD law enforcement official's (to include NCIS) attention from a source 
independent of the Restricted Reporting avenues.  In that case, Navy (or civilian law 
enforcement) initiates an independent investigation and the report is considered 
unrestricted. 
 
Medical Records.  Per BUMEDINST 6310.11A, the medical forensic examiner and 
other health care providers document the encounter(s) as "sensitive" in the Armed 
Forces Health Longitudinal Technology Application (AHLTA) or other clinical 
informatics data repository to protect and promote the welfare of the patient.  Paper 
records are treated as "sensitive" and maintained in a locked file.  Electronic records 
are stored in an encrypted file with limited access. 
 
Medical Evidence.  As identified in SECNAVINST 1752.4B (encl. 8), the Navy has 
procedures for collecting and preserving evidence for Restricted Reporting with non-
identifying information in order to protect the victim’s confidentiality. The process 
for collecting and preserving sexual assault evidence for the Restricted Reporting 
option is the same as the Unrestricted Reporting option, except that the Restricted 
Reporting option does not trigger the official investigative process, and any evidence 
collected has to be placed inside the SAFE Kit, which is marked with the Restricted 
Reporting Case Number (RRCN) in the location where the victim’s name would have 
otherwise been written.  The victim’s SAFE and accompanying Kit is treated as a 
confidential communication under this reporting option. 
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USMC MCO 1752.5B requires all SAPR-related documentation to be maintained 
under double-lock and key.  Additionally, the policy states: 
 

Confidentiality applies to confidential communications for all Restricted 
and Unrestricted Reports of sexual assault. Confidential communications are 
verbal, written, or electronic communications of personal identifying information 
made by a victim to a SARC, UVA/VA, chaplain, or healthcare personnel.  

In cases where a victim elects restricted reporting, the SARC, assigned SAPR 
VA/UVA, and healthcare personnel may not disclose confidential communications or 
SAFE Kit information to law enforcement or command authorities, to include civilian 
law enforcement, EXCEPT as provided under confidentiality exceptions. When an 
independent investigation is initiated through disclosure of a sexual assault by a 
third party, a SARC, SAPR VA/UVA, or healthcare personnel may NOT disclose 
confidential communication.  

Unauthorized disclosure of a confidential communication may result in 
disciplinary action under the UCMJ and/or administrative actions. 
 
Compliance with confidentiality requirements is reviewed as part of the Inspector 
General 
Inspection Program. 

USCG All Restricted Report paperwork is locked by the SARCs within a 
cabinet/drawer in a locked room. All electronic correspondence is encrypted and only 
occurs between the involved SARC and the SAPR Program Manager at Coast Guard 
Headquarters. 

 
  














































































































































































































